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Don't  fall  for  that  spam  mail  bait 
You may  unknowingly 
fall  prey  to such  mails 
and find  yourself  losing 
money  or in  various 
embarrassing  situations 
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Every day, your mai lbox is 
flooded with n u m e r o u s 
emai ls—persona l mai ls, 

subscr ip t ion mai ls and junk 
mai ls . Whi le the spam filter 
takes care of most of the un­
wan ted junk, there are a few 
wh ich make it to your inbox. 
Accord ing to the latest repor t 
by global secur i ty so lut ions 
prov ider Symantec Corp., India 
genera tes the m a x i m u m n u m ­
ber of spams and ph ish ing 
mai ls a m o n g Asian count r ies . 
Ph ish ing mai ls take you to 
f raudulent websi tes. While the 
easiest way to deal with these 
emai ls is to s imply ignore, 
there are a few that will de­
ceive you, ent ice you, even hu­
mou r you, and if you bi te the 
bait, u l t imate ly make you a 
fraud vict im or worse, even a 
cr imina l . H i m a n s h u Srivasta-
va, v ice-pres ident -s t ra tegy, 
Techprocess Solut ions Ltd, a 
c o m p a n y that prov ides tech­
nology and on l ine paymen t 
services to bus inesses , says, 
"There are basical ly two types 
of frauds. The techno logy-ena­
bled and the social eng ineer ­
ing frauds. Social eng ineer ing 
is a type of fraud whe re peop le 
are man ipu la ted in to divulging 
conf ident ia l in format ion ra th­
er than by break ing in or us ing 
technica l hack ing techn iques . 
Around 99% cases of f rauds oc­
cur by the social eng ineer ing 
rou te . Lack of awareness is one 
of the p r ime reason. " 

Four k inds of emai ls to ig­
nore . 

Click on this link or lose 
your account 

These work on creat ing pan­
ic in your m ind and push ing 
you into h i t t ing the click but­
ton on a l ink in an emai l that 
will take you to a fraud site. 
Ph ish ing mai ls ask you to pro­
vide persona l in format ion. 
Like the mai l that many peop le 
got that c la imed that the in­
come- tax d e p a r t m e n t wan ted 
to give a tax refund and asked 
for persona l in format ion a long 
with bank and credi t card de­
tai ls. This is a typical example 
of a ph ish ing mai l . Says Srivas-
tava, "Phish ing emai ls look 
and feel very conv inc ing as if 
your bank has sent you an 
emai l . Usual ly the emai ls say 
'if you don ' t u p d a t e your per­
sonal detai ls wi th in 24 hours , 
your accoun t will be deact ivat­
ed. ' " You th ink that the bank is 
upda t ing detai ls and all you 
need to do is click that l ink and 
fill some detai ls . But do that 
and you are in t roub le . The 
click will take you to a page 
tha t looks like your bank ' s 
websi te , it is actual ly the 

f raudster 's site. You are asked 
to fill detai ls such as bank ac­
count , credit card detai ls, per­
sonal ident i f icat ion n u m b e r s 
(PINs) and passwords . You've 
just h a n d e d over your credi t 
card and all the money in your 
ne t -bank ing accoun t to a 
cheat . Worse, loans can be tak­
en in your n a m e a m o n g a 
who le set of i l legal t ransac­
t ions that are poss ib le . Get 
ready for hours lost in regain­
ing your f inancial life. In fact, 
the income- tax depa r tmen t 
had to pu t an alert not ice on its 
websi te : "The income- tax de­
pa r tmen t does not send emai ls 
regard ing refunds and does 
not seek any in format ion re­
garding credit cards of taxpay­
ers. And peop le should not re­
spond to such emai ls . " If you 
got such a mai l send it to 
phishing@incometaxindia.gov. 
in. Phish ing mai ls not l inked to 
income- tax can be sent to 
incident@cert-in.org.in 

You've just won £50,000 
Give in to greed on the net 

and you will suffer. These 
fraud emai ls say that well-
known mul t ina t iona l compa­
nies gives mi l l ions of dol lars or 
p o u n d s as cash via a lottery. 
For ins tance, an emai l which a 
co-worker at Mint received 
s tated that she had won pr ize 
money of £1.5 mi l l ion in an 
on l ine lottery. According to the 
emai l , the company selects a 
few lucky peop le every m o n t h 
as thei r w inners th rough elec­
t ron ic bal lot ing system wi thout 
the w inner apply ing. To claim 
the m o n e y she n e e d e d to p ro ­
vide all her persona l detai ls. 
Respond to such offer and you 
will have t hem asking for a 
hefty sum (which actual ly 
looks like peanu ts in front of 
the w inn ing a m o u n t ) to take 

• WHAT'S 
GOOD 

• Transaction site's address begins 
with https-the extra's'  Is for secure 
> The site  has a lock  Icon  at the 
bottom  of the page 
• Having your  own,  paid-for 
anti-virus and anti-spyware 

WHAT'S 
BAD 

Clicking  on a link  In an email 
• Giving  in  to a deadline  threat 
• Letting greed override common 
sense 

Hitting  forward and spreading the 
greed,  fear or other lower emotions 

MAIL 

»Income-tax phishing mails to 
phishlng(3incometaxlndia.gov.in 
• Other phishing mails to 
lnddent@cert-in.org.in 
• For  online  lottery  mails,  visit 
www.rbi.org.in 

care of taxes and hand l ing 
charges so that the w inn ing 
a m o u n t could be t ransferred to 
your account . Mayur Joshi, 
CEO, Indiaforensic.com, a fi­
nanc ia l fraud invest igat ion 
company, says, "General ly, 
these emai ls have African ori­
gin, usual ly, Nigeria. Initially, 
once you paid the hand l ing 
charges, the fraudster used to 
vanish with the money . But 
now they have evolved and 
there have been cases where 
the Nigerian fraudster, a long 
with a local accompl ice, visits 
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your house , with a metal box 
con ta in ing the sample notes of 
your win. To open the pass­
word-pro tec ted box, you have 
to pay ano the r fee. Ins ide, the 
box are chemical ly t reated 
no tes which can be m a d e into 
norma l notes using a chemica l 
the f raudster prov ides. Anoth­
er fee here. Once you do that, 
the notes can easily be ex­
changed, s ince these are genu­
ine notes . To get the who le 
w inn ing money, you are asked 
to pay m o r e fees at every 
stage." This absurd cycle con­
t inues for a round four m o n t h s 
and you have a l ready lost 
a round Rsl lakh in the p ro ­
cess. Joshi further adds : "The 
Pune pol ice has a case whe re a 
cer ta in indiv idual pa id as 
m u c h as Rs27 lakh to claim an 
emai l lottery of a few crore ru­
pees." One must real ize, tha t 
these activities are illegal and 
not permi t ted by law. In fact, 
the Reserve Bank of India 
(RBI) has clarified that remit ­
tance in any form towards par­
t ic ipat ion in lottery schemes is 
p roh ib i ted unde r the Foreign 
Exchange Managemen t Act, 
1999. 

The audac i ty of fraudsters 
has reached such levels that 
they even issue fraud letter in 
the apex bank 's name. RBI has 
stated on its websi te: "The 
f raudsters have now resorted 
to issuing cert i f icates, letters, 
c i rculars on le t terhead that 
looks like that of the Reserve 
Bank of Ind ia 's and purpor ted­
ly s igned by its execut ives/se­
nior officials to make such of­
fers look genu ine . The fraud­
sters also conv ince the vict ims 
by impersona t ing as senior of­
ficials of the bank with tele­
p h o n e n u m b e r s and /o r ficti­
t ious emai l IDs. Many fraud­
sters have even opened ac­

counts with b a n k s in India and 
advised publi ic to deposi t m o n ­
ey in these accounts towards 
var ious charfges, taxes, dut ies, 
etc. Once thee money is depos­
ited in theirr account , peop le 
mai l ing suclh offers wi thdraw 
the money and then vanish. 
The vict im t lnus loses the m o n ­
ey a l ready p a i d . " 

I need help from a 
repressive regime 

Then the r- e are request for 
he lp emai ls that beseech for 
he lp in s o m e w a y and in re tu rn 
p romises to give you a smal l 
commiss i on or a reward . Usu­
ally, the f raudster c la ims to 
have access to several mi l l ion 
dol lars and wan ts you to he lp 
h im or her take this m o n e y out 
of h is count ry . All they n e e d 
for you to d o is send your b a n k 
accoun t in fo rmat ion and s o m e 
advance fee to pay for the cost 
of the t ransfer of funds. But t he 
e n o r m o u s reward in foreign 
cur rency neve r arr ives. Anoth­
er vers ion is when you inad­
ver tent ly o p e n a f raudsters 
emai l . That way they get access 
to all you contac ts in your 
emai l accoun t . 

Joshi says, "The f raudster 
sends an ema i l to all your con­
tacts stating; that you or your 
relat ive is t ravel l ing ab road 
and lost all money in travel, 
and they (your contac ts ) 
shou ld m a k e a smal l fund 
transfer in t h e accoun t n u m b e r 
prov ided in Ithe emai l . " Fall for 
such cry for he lp and you 
could very w/ell lose money . 

Read this (emergency- drill 
mail, while I infect your 
computer 

The last type of emai ls are 
the ones t h a t pass on mis lead­
ing informatt ion. 

An emai l , tha t ' s been doing 
the rounds ffor last one year or 
so is the one: that tells you how 
you can aletrt the pol ice us ing 
the au tomat ted tel ler mach ine 
(ATM) in c;ase a chief en te rs 
while you a r e using the ma­
ch ine . Accoirding to the emai l , 
if your ATM1 PIN is 1234 and 
you p u n c h ilt in reverse, that is 
4321, an alairm alerts the near ­
est pol ice s ta t i on and he lp will 
be on its way . K.V.S. Man ian , 
g roup h e a d — c o n s u m e r bank­
ing, Kotak Mlahindra Bank Ltd, 
says, "All s u c h emai ls are h u m ­
bug and c u s t o m e r s mus t ig­
nore t hem. In fact, when banks 
have any facility, they always 
c o m m u n i c a t e to the cus tomers 
us ing va r i ous modes . They 
don ' t need such emai l for­
wards to c o m m u n i c a t e . " As 
harmless as these emai ls may 
seem, what tthey do is give mis­
lead ing in fo rmat ion And as a 
mat te r of pr inc ip le they 
shou ld not lbe forwarded. Not 
to m e n t i o n that such emai ls 
could be fmll of v i ruses and 
your system could be infected 
with spyware , a software that 
al lows s o m e o n e else to read 
data on y o u r m a c h i n e and 
contro l it. Mo pr ize for guess­
ing what h a p p e n s next. 

Mint - Delhi Friday, 21 May 2010 Page# :15 Size : 842.23 sq.cm. (187.16 col cm)


